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(57) Abstract :

Security and privacy are thus very important issues in cloud computing. In one hand, the user should authenticate itself before
initiating any transaction, and on the other hand, it must be ensured that the cloud does not tamper with the data that is outsourced. In
order to search in cloud, some requirements is needed, search over encrypted data should support the following three functions. First,
the searchable encryption schemes should support keyword search, and provide the same user experience as searching in Google
search with different keywords; single-keyword search is far from satisfactory by only returning very limited and inaccurate search
results. Second, to quickly identify most relevant results, the search user would typically prefer cloud servers to sort the returned
search results in a relevance-based order ranked by the relevance of the search request to the documents.
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